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ENHANCED EMAIL SECURITY CONTROLS

In alignment with global IT Security best practice, the JSE has enhanced its current
email security controls to include verification checks on external emails being sent
to the JSE.

The verification process checks that an email claiming to come from a specific
domain is submitted by an IP address authorized by that specific domain
administrators and published in the DNS (Domain Name Services) registry for that
domain and not from a potential cyber-criminal spoofing an email address.

As a result of these enhancements, some JSE clients and partners may experience
mail delivery failures to the JSE, which will manifest in the form of a return email
stating that the email could not be delivered to the JSE.

Should any JSE clients or partners experience a problem with the delivery of email
to the JSE, please contact your relevant IT Department representative to check the
status of your companies SPF (Sender Policy Framework) entry registered within
the DNS records, or alternatively contact the JSE Client Service Centre on 011 520
7777.

We apologise for any inconvenience this may cause.
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